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INTERNET LIABILITY
PROPOSAL

IMPORTANT NOTICE

MATERIAL FACTS & NON DISCLOSURE / MISSTATEMENT

“You” (this means every person or entity to be insured under this insurance) are under a duty to disclose all material facts that could influence QBE’s decision to accept
this insurance and, if so, on what terms. You need to disclose both facts known to you AND facts which you could have been reasonably expected to know about. If you
are in any doubt as to whether a fact may be material, you should disclose it to ensure that any cover granted is not prejudiced. If you fail to comply with your duty of
disclosure, QBE may be entitled to avoid the contract altogether, and so decline to pay any claim.

JURISDICTION
Except to the extent otherwise provided in any subsequently issued policy, the content and use of this form and any agreement entered into pursuant to this form or any

dealing in relation to or arising from this form are governed by the laws of New Zealand and in relation to those matters, the parties submit to the jurisdiction of the courts
of New Zealand.

A APPLICANT DETAILS

1 Name and address of the organisation requiring cover

Name:
Address: Business / company formation date:
Website(s):  www. WWW.

2 Name of any subsidiaries requiring cover. NOTE: Cover will only apply to those companies that share the same management controls, IT security
rocedures and IT network as the parent. You must include data relating to such subsidiaries in ALL questions or attach a separate sheet with such details.

Name of subsidiary Country of domicile Principal activities

B BUSINESS DETAILS

1 Please provide a full description of your activities by percentage of total turnover

Activity % of turnover | Activity % of turnover

% %

2 Do you provide either of the following Internet based technology services?
(a) E-marketplace Yes O No O (b)  Internet Portal Yes O No O

3  Please state the total number of:

(a) partners /directors (b) employees with direct access to email and/or the Internet

C TECHNOLOGY

1  From where do you source your website content? ‘

Do you ever use images/sound bites/video clips sourced from other companies without their written consent? Yes Oa No O

Do you utilise metatags that identify your website as the website of another company? Yes O No O

4 How many visitors does your website get on average each month? ‘

5 Does your website inform all users of your terms and conditions of trade? Yes O No O
Do you run an email subscription service or send bulk emails to clients or customers? Yes O No O
7  Can suppliers, customers or employees link with your computer system via the Internet? Yes O No O
If ‘Yes’, what is the extent of their authorised access?
8 Do you sell your goods or services on-line? Yes O No O
If ‘Yes’:
(a) How long have you been conducting e-commerce?
(b) What is the average value of your transactions? $
(c) What is the value of your largest transaction? $
(d) How many transactions are conducted through your website each month?
(e) Who is your e-commerce payment processor?
f) Do you or your payment processor store credit card details on your respective computer systems? Yes O No O
If ‘Yes’:
0] How long are they stored for?
(ii) If your payment processor stores them, do they indemnify you for any misappropriation of those numbers? Yes O No O
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D POLICIES, PROCEDURES & RISK MANAGEMENT
1 Please indicate whether the following IT functions are outsourced, maintained in-house or do not exist.
Outsourced In-house Does_ e Outsourced In-house Does_ o
exist exist
Web server management O O O Intrusion detection system O O O
) Email management, including
Firewall management O O | content filtering = - -
o B Application of security software
Anti-virus software — on servers O O O packages O O O
Anti-virus software — on desktop :
computers O O O Payment processing O 0 0
Updating of anti-virus software to Storage of sensitive data such as
latest version = = = credit card details = = =
2 How often is your anti-virus software updated?
3 Are tapes, disks, files and other media created outside of your organisation checked for viruses and other malicious
code prior to use? Yes O No Oa
4 Have you commissioned an external, qualified security consultant to:
(a) undertake a security assessment of your current network? Yes O No O
(b) conduct periodic external or internal scans of your security? Yes O No O
If ‘Yes’ to either 4 (a) or (b) please attach a copy of their latest report
5 Please indicate whether there is an actively followed company policy in respect of the following:
Yes | No | N/A Yes | No | N/A
Information security O OO Website content and structure O O | d
Acceptable use of your systems (signed by employees) | [ OO Authorisation of website content and structure O O | d
Employee password policy O OO The monitoring of your websites (by whom/how often etc) | [ O d
Obtaining references for new employees O O | o Obtaining rights to third parties intellectual property 0 Oolo

(incl links to external websites)

6 Do you have internal policies covering the use of private data that takes into account both your data protection registrations

and the requirements of the relevant data protection legislation in the territories in which you operate? Yes O No O
7 Do you enable remote access to your systems? Yes O No O

If ‘Yes’, please explain the authentication methods used to access your systems
E CLAIMS/LOSS EXPERIENCE
1 Have you ever disciplined an employee for malicious computer activity? Yes O No O
2 AFTER ENQUIRY are you aware of any circumstances which may give rise to a claim against any of the companies to be

insured or against any of the partners or directors of those companies? Yes Oa No O
3 AFTER ENQUIRY have any of the companies or individuals to be insured received any complaint or threat, or are you aware

of any circumstance that might give rise to a claim against you alleging that your website infringes a third party’s intellectual

property (including any trademarks or copyrights)? Yes Oa No O

If ‘Yes’ to any questions in section E, please provide full details on a separate sheet of paper

DECLARATION

I/We declare on behalf of all proposed insureds that:

(a) all answers and statements in this proposal are correct and complete in every respect and there is no further information which may affect acceptance of the proposal;

(b) If accepted by QBE, this proposal and declaration, and any other material which I/we have provided to QBE, shall be incorporated into and form the basis of the
contract of insurance;

(c) 1/We understand that QBE requires this information (which will be retained by QBE) in order to decide whether to accept this proposal, and also that the Privacy Act
1993 entitles me/us to have access to and request the correction of this information;

(d) QBE is authorised to disclose information received from me/us to its advisors, reinsurers and to other insurers. I/We authorise QBE to obtain, from any party,
information that is, in QBE’s view, relevant to this proposal;

(e) 1/We understand that the insurance will not be in force until this proposal has been accepted and cover confirmed by QBE.

NOTE: Signing the proposal and any supplementary questionnaires does not bind either the applicant or QBE to complete the insurance.

Signed Date

Printed name Position

Quay Tower, 29 Customs Street,
PO Box 44, Auckland 1140. www.gbe.co.nz
Phone: 00 64 9 366 9920, Fax: 00 64 9 366 9930
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